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1. SVF简介
• SVF: Static Value Flow (Data Dependence, Def-Use) 

• 提供⼀套层次化，全程序的指针分析框架 

• 层次化: flow-context insensitive whole program pointer analysis -> SVFG Construction -> 
client analysis / (sparse) flow-sensitive analysis 

• 全程序: 相对于Modular Analysis, Demand-Driven Analysis 

• 基于这套指针分析框架 (flow insensitive) 

• 构造全程序数据依赖图 

• 作流敏感（稀疏）指针分析



1. SVF简介
• 基础数据结构 

• 图: template<class NodeTy, class EdgeTy> class GenericGraph; 

• map<u32_t, NodeTy*>::iterator begin/end();                 // foreach 迭代图 

• NodeType* getGNode(u32_t id);                                    // 通过节点ID获取节点 

• 节点: template<class NodeTy, class EdgeTy> class GenericNode; 

• u32_t getId();                                                                   // 节点ID 

• u64_t getNodeKind();                                                      // 节点类型 

• set<EdgeTy*> getOutEdges();                                        // 出边 

• set<EdgeTy*> getInEdges();                                           // ⼊边 

• 边: template<class NodeTy> class GenericEdge; 

• u64_t getEdgeKind();                                                       // 边类型 

• NodeTy* getSrcNode();                                                    // source node 

• NodeTy* getDstNode();                                                    // destination node 

• ⼯作队列：template<class Data> class FIFOWorkList;           // 去重队列 

• bool empty();                                                                    // 判空 

• bool push(const Data &data);                                          // ⼊队 

• Data pop();                                                                       // 出队 

• SCC-DAG 

• Template<class GraphType> class SCCDetection; 

• SCCDetection(GraphType &GT); 

• void find([set<u32_t> nodeSet]); 

• stack<u32_t> topoNodeStack(); 



• 程序赋值图 

• 紧凑地表示变量间的赋值关系 (load, store, gep, copy, …) 

• 为Andersen式指针分析提供初始的指针约束关系图 

• Andersen式: flow-context insensitive 

• 指针约束关系图：集合包含关系可以表示成图上指针间边的关系 

•

2. Program Assignment Graph



• 举个例⼦ 

•

2. Program Assignment Graph



•

2. Program Assignment Graph



• class SVFIR : IRGraph : GenericGraph<SVFVar, SVFStmt>.  // typedef SVFIR PAG;  

• class SVFVar : GenericNode<SVFVar, SVFStmt>               // typedef SVFVar PAGNode; 

• class SVFStmt : GenericEdge<SVFVar>                            // typedef SVFStmt PAGEdge; 

•

2. Program Assignment Graph



• class SVFVar : GenericNode<SVFVar, SVFStmt>                     // typedef SVFVar PAGNode; 

• ObjVar 

• GepObjVar: obj->field 

• FIObjVar: arr[i], arr*, alloca 

• DymmyObjVar 

• ValVar 

• GepValVar: var->field 

• RetPN 

• VarArgPN: 

• DymmyValVar 

2. Program Assignment Graph
• class SVFStmt : GenericEdge<SVFVar>                            // typedef SVFStmt PAGEdge; 

• AssignStmt 

• AddrStmt: p = alloc(…) 

• CopyStmt: p = q 

• StoreStmt: *p = q 

• LoadStmt: p = *q 

• CallPE : formal_param <- actual_arg 

• TDForkPE 

• RetPE : actual_ret <- formal_ret 

• TDJoinPE 

• GepStmt: p = t->f 

• MultiOpndStmt 

• PhiStmt: p = phi(a1, a2, …, an) 

• SelectStmt: q = p ? q : r 

• CmpStmt: cmp = a cmp_op b 

• BinaryOpStmt: p = a op b 

• UnaryOpStmt: p = op q 

• BranchStmt: switch / if-then-else 

• class SVFIR : IRGraph : GenericGraph<SVFVar, SVFStmt>.     // typedef SVFIR PAG;  



3.Constraint Graph
• Andersen式指针分析中，指针约束图，集合包含关系约束图 

• 在开始进⾏Andersen之前，ConstraintGraph为PAG的⼀份Copy 

• 迭代进⾏Andersen指针分析，在ConstraintGraph上添加边，直到不动点 

• 不动点 

• 不能再向ConstraintGraph上添加更多的边 或者 节点 



3.Constraint Graph
• 举个例⼦ 

•  

•



3.Constraint Graph

•

Program Assignment Graph: ConstraintGraph初始状态



3.Constraint Graph

•

ConstraintGraph: 迭代，传播指向集，添加新边 (1)



3.Constraint Graph

•

ConstraintGraph: 迭代，传播指向集，添加新边 (2)



3.Constraint Graph

•

ConstraintGraph: 迭代稳定，达到不动点 (3)



3.Constraint Graph
• class ConstraintGraph : GenericGraph<ConstraintNode, ConstraintEdge> 

• class ConstraintNode : GenericGraph<ConstraintNode, ConstraintEdge> 

• get/remove: AddrIn/OutEdges, CopyIn/OutEdges, GepIn/OutEdges, LoadIn/OutEdges, StoreIn/OutEdges, 

• class ConstraintEdge : GenericGraph<ConstraintEdge> 

• AddrCGEdge, CopyCGEdge, LoadCGEdge, StoreCGEdge 

• GepCGEdge 

• NormalGepEdge: fixed offset size 

• VariantGepCGEdge: variant offset size, 未知指针算数式的访问, 如p = (q + i) 



3.Constraint Graph
AndersenBase::analyze() 

• TOPLAS 2007 Efficient Field-Sensitive Pointer Analysis of C



4.Inter-Procedural Control Flow Graph
• class ICFG : GenericGraph<ICFGNode, ICFGEdge> 

• class ICFGNode : GenericNode<ICFGNode, ICFGEdge> 

• GlobalICFGNode 

• IntraICFGNode 

• InterICFGNode 

• CallICFGNode 

• SVFInstruction *getCallSite(); 

• RetICFGNode *getRetICFGNode(); 

• Vector<SVFVar *> getFormalParams(); 

• RetICFGNode 

• SVFInstruction *getCallSite(); 

• CallICFGNode *getCallICFGNode(); 

• SVFVar *getActualRet(); 

• FunEntryICFGNode 

• vector<SVFVar *> getFormalParams();     

• FunExitICFGNode 

• SVFVar *getFormalRet(); 

• class ICFGEdge : GenericEdge<ICFGNode> 

• IntraCFGEdge 

• CallCFGEdge 

• RetCFGEdge 



4.Inter-Procedural Control Flow Graph
• 举个例⼦ 

•



4.Inter-Procedural Control Flow Graph

•



5.Call Graph
• class PTACallGraph : GenericGraph<PTACallGraphNode, PTACallGraphEdge> 

• class ThreadCallGraph : PTACallGraph 

• 获取调⽤图的拓扑序列 

• PointerAnalysis *pta = new AndersenWaveDiff(pag);                //  WPAPass::runPointerAnalysis 

• PTACallGraph *cg  = pta->getPTACallGraph();                          

• SCCDetection *callGraphSCC = new SCCDetection(cg);         //  MRGenerator::MRGenerator 



5.Call Graph
• Call Graph应⽤举例：MOD/REF 

•



5.Call Graph
• Call Graph应⽤举例：MOD/REF 

•



6.Sparse Value Flow Graph
• class VFG : GenericGraph<VFGNode, VFGEdge>      

• class VFGNode :  GenericNode<VFGNode, VFGEdge>                                   

• StmtVFGNode 

• LoadVFGNode 

• StoreVFGNode 

• CopyVFGNode 

• GepVFGNode 

• AddrVFGNode 

• PHIVFGNode 

• IntraPHIVFGNode 

• InterPHIVFGNode 

• BinaryOPVFGNode 

• UnaryOPVFGNode 

• CmpVFGNode 

• BranchVFGNode 

• ArgumentVFGNode 

• ActualParamVFGNode 

• ActualRetVFGNode 

• FormalParamVFGNode 

• FormalRetVFGNode 

• typedef VFGNode SVFGNode 

• MRSVFGNode 

• FormalINSVFGNode 

• FormalOUTSVFGNode  

• ActualINSVFGNode 

• ActualOUTSVFGNode 

• MSSAPHISVFGNode 

• IntraMSSAPHISVFGNode 

• InterMSSAPHISVFGNode 

• typedef VFGEdge SVFGEdge 

• class VFGEdge : GenericEdge<VFGNode> 

• DirectSVFGEdge 

• IntraDirSVFGEdge 

• CallDirSVFGEdge 

• RetDirSVFGEdge 

• IndirectSVFGEdge 

• IntraIndSVFGEdge 

• CallIndSVFGEdge 

• RetIndSVFGEdge 

• ThreadMHPIndSVFEdge 



6.Sparse Value Flow Graph
• 举个例⼦ 

•



6.Sparse Value Flow Graph
• 举个例⼦ 

•
p = alloc()

*p = q

*p = q
r = X(r)t = X(t)

Pts(p) = {r, t}

r = …t = …

*p = q Pts(p) = {r}
r = q

q = … q = …



6.Sparse Value Flow Graph
• 举个例⼦ 

•



6.Sparse Value Flow Graph
• 构造算法 

• 1. PreAnalysis (Auxiliary Analysis) 

• flow-context Insensitive pointer analysis 

• 2. MemRegionPatition 

• MRGenerator::generateMRs 

• collectModRefForLoadStore                     // 对每个函数，收集每个函数Load/Store指令对应指针所指向的内存 

• collectModRefForCall                               // 沿着调⽤图的拓扑序列, ⾃底向上传播⾮局部变量的MOD/REF (修改/引⽤)  

• partitionMRs                                             // 划分内存 

• MRGenerator 

• DistinctMRG 

• IntraDisjointMRG 

• InterDisjointMRG 

• 3. buildMemSSA for each function 

• createMUCHI 

• insertPHI 

• rename 

• 4. 连接Def-Use形成SVFG 

• CGO’2011 Flow-Sensitive Pointer Analysis for Millions of Lines of Code



6.Sparse Value Flow Graph

•

ISSTA2012’s talk Static Memory Leak Detection Using Full Sparse Value-Flow Analysis



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



6.Sparse Value Flow Graph

•



7. Control Dependence Graph
• class CDG : GenericGraph<CDGNode, CDGEdge> 

• CDGNode *getCDGNode(u32_t cfgNodeId) 

• class CDGNode : GenericNode<CDGNode, CDGEdge> 

• class CDGEdge : GenericEdge<CDGNode> 

• set<pair<SVFVaValue*, u32_t>> getBranchConditions() 

•



7. Control Dependence Graph

•



7. Control Dependence Graph

•



7. Control Dependence Graph

•



7. Control Dependence Graph

•



8. Program Dependence Graph
• 程序依赖图 = 数据依赖⼦图 + 控制依赖⼦图 

• 函数级别 

• VFG : 数据依赖图 

• CDG : 控制依赖图 

• 系统依赖图 (SDG, System Dependence Graph) 

• 过程间数据依赖⼦图 + 过程间控制依赖⼦图 

• 跨函数数据依赖图 (SVFG) 

• ActualParam -> FormalParam 

• ActualIN -> FormalIN 

• FormalOut -> ActualOUT 

• FormalRet -> ActualRet 

• 跨函数控制依赖图  

• 每个函数引⼊⼀个EntryNode, 控制当前函数顶层没有控制依赖的节点 

• 每个CallNode控制⼊参数节点(ActualParam, ActualIN), 返回值节点(FormalParam, FormalRet) 



8. Program Dependence Graph
• 程序依赖图 = 数据依赖⼦图 + 控制依赖⼦图 

• 函数级别 

• VFG : 数据依赖图 

• CDG : 控制依赖图 

• 系统依赖图 (SDG, System Dependence Graph) 

• 过程间数据依赖⼦图 + 过程间控制依赖⼦图 

• 跨函数数据依赖图 (SVFG) 

• ActualParam -> FormalParam 

• ActualIN -> FormalIN 

• FormalOut -> ActualOUT 

• FormalRet -> ActualRet 

• 跨函数控制依赖图  

• 每个函数引⼊⼀个EntryNode, 控制当前函数顶层没有控制依赖的节点 

• 每个CallNode控制⼊参数节点(ActualParam, ActualIN), 返回值节点(FormalParam, FormalRet) 

PLDI’1988 Interprocedural Slicing Using Dependence Graphs 



9. SVF开发
• PLDI’2007 Practical Memory Leak Detection Using Guarded Value-Flow Analysis 

• FastCheck的Related Work 

• PLDI’1995 Efficient building and placing of gating functions 

• FSE’2003 Tracking pointers with path and context sensitivity for bug detection in C programs 

• TOSEM’2006 Efficient path conditions in dependence graphs for software safety analysis 

•

p1 = 1 
if (c) { 
  p2 = 2 
} 
p3 = phi(p1, p2)

�

p1 = 1 
if (c) { 
  p2 = 2 
} 
p3 = (c, p2, p1)γ



9. SVF开发
• PLDI’2007 Practical Memory Leak Detection Using Guarded Value-Flow Analysis 

• FastCheck的Related Work 

• PLDI’1995 Efficient building and placing of gating functions 

• FSE’2003 Tracking pointers with path and context sensitivity for bug detection in C programs 

• TOSEM’2006 Efficient path conditions in dependence graphs for software safety analysis 

• SVF⽬前只能做类污点分析问题，对数值相关的问题，⽀持的不够好；如⾮外部输⼊导致的数组越界，除零 

• 相关⼯作 Sparrow: Sparse Abstract Interpretation 

• PLDI’2012 Design and Implementation of Sparse Global Analysis for C-like Languages 

• ⽬前的分析全是全程序级别的，开销问题 

• PreAnalysis全程序Andersen指针分析 

• 预执⾏⼀个轻量级Unsound的MOD/REF分析，暴露出每个函数的副作⽤ (读/写 ⾮局部内存) 

• 针对分析客户端的问题，懒构造依赖图，⽽⾮构造系统级别(全程序)的依赖图 

• 遍历依赖图的时候动态⽣成函数级别的PDG, CDG 

• 遍历路径时，只为相关的函数构造依赖图，⽣成的依赖图是函数级别的⽽⾮全程序级别的 

• 路径敏感分析：⽬前SVF使⽤Z3进⾏SAT求解，考虑将SVFG转换为bitvector算数公式 (SMT公式) 

• 求解任意状态机问题 (TypeState Problems) 

• Static Single Information, Static Single Use 

• Systematic Program Analysis 

• 外部存储：磁盘, 数据库 

• 并⾏分析 
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下期预告

• ESP - Property Simulation 

• PLDI’2002 Path-Sensitive Program Verification in Polynomial Time 

• 路径敏感数据流分析



微信公众号：程序分析⼯具开发 +微信进技术交流群: trustxyz

Github: https://github.com/canliture/

Mail: canliture@outlook.com

https://github.com/canliture/

