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1. SVFE

. ERHERIESEN e SCC-DAG

. template<class NodeTy, class EdgeTy> class GenericGraph;

. . o * Template<class GraphType> class SCCDetection;
* map<u32_t, NodeTy*>::iterator begin/end(); // foreach 1&1%

~
-
7

« NodeType* getGNode(u32_t id); /] 1813 15 = IDIREX TS 5 e SCCDetection GraphType &GT

« UM template<class NodeTy, class EdgeTy> class GenericNode;

e void find([set<u32 t> nodeSet

u32_t getld():; Jian =E
UB4_t getNodeKind(): )% = R e stack<u32_t> topoNodeStack();

set<EdgeTy*> getOutEdges(): /l

ur
set<EdgeTy*> getinEdges(); A




2. Program Assignment Graph

« FEFIHERER

« X EMR ST =EIIKIERXR (load, store, gep, copy, ...)

s R 2 TR IaRvTE £ 3

/

e Andersenz\: flow-context insensitive

s HIHHWRAARE: SRS XKAFURTAE LISt EIIRIRR




2. Program Assignment Graph

. B

clang -S -c -Xclang -disable-00-optnone -fno-discard-value-names -emit-1llvm -o svfir.ll svfir.c

opt -S -mem2reg -o svfir.1l svfir.1l
. ./cmake-build-debug/bin/wpa -nander -dump-pag svfir.1ll -extapi=/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-11vm/1lib/extapi.1ll
dot -Tsvg -o svfir_initial.svg svfir_initial.dot

%struct.st = type { i8, i8 }

; Function Attrs: noinline nounwind ssp uwtable
define 132 @main() #0 {

1 typedef struct st { char f1; char f2; } ST; entry:

2 %al = alloca i8, align 1

3 void swap(char *xp, char #*xq); %st = alloca %struct.st, align 1

4 %a = alloca i8%, align 8

5 >  int main ) { %b = alloca i8*, align 8

6 char al; store i8% %al, i8**x %a, align 8

7 ST st; %f2 = getelementptr inbounds %struct.st, %struct.st*x %st, i32 0, i32 1
8 char *a = &al; store i8% %f2, i8%*x %b, align 8

9 char *b = &(st.f2); call void @swap(i8** %a, i8%* %b)

swap(&a, &b); ret i32 0

void swap(char *xp, char **q) {
char *xt = *p;
*p = *q;
*q = t;

; Function Attrs: noinline nounwind ssp uwtable
define void @swap(i8** %p, i8%* %q) #0 {
entry:

%0 = load i8%, i8%% %p, align 8

%1 = load i8%, i8** %q, align 8

store i8% %1, i8%* %p, align 8

store i8% %0, i8%x %q, align 8

ret void
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ASTruCct.st = type 1 1o, 1o r

; Function Attrs: noinline nounwind ssp uwtable
define i32 @main() #0 {
u entry:

%al = alloca i8, align 1
%st = alloca %struct.st, align 1

typedef struct st { char f1; char f2; } ST; %a = alloca i8*, align 8
%b = alloca i8%, align 8
> void swap(char *xp, char **q); store i8% %al, i8%* %a, align 8
%f2 = getelementptr inbounds %struct.st, %struct.st* %st, i32 0, i32 1
int main () { store i8% %f2, i8%* %b, align 8
char al; call void @swap(i8** %a, i8** %b)
ST st; ret 132 0
char *a = &al; }
char *xb = &(st.f2);
swap(&a, &b); ; Function Attrs: noinline nounwind ssp uwtable
} define void @swap(i8** %p, i8%x %q) #0 {
entry:
> void swap(char *xp, char #*xq) { %0 = load i8*, i8x* %p, align 8
char %t = *p; %1 = load i8%, i8%% %q, align 8
*p = *q; store i8% %1, i8%* %p, align 8
*q = t; store i8*% %0, i8%* %q, align 8
} ret void
}

{ValVar ID: 0 . _ {[main] FIObjVar ID: 5 (base object) . _ . ) ) {[main] FIObjVar ID: 8 (base object) {[swap] FIObjVar ID: 22 (base object)
i8* null { constant data }} | | {PummyObjVarID: 3} Function: main } {[main] RetPN ID: 6 unique return node for function main} %al = alloca i8, align 1 } Function: swap }
{DummyValVar ID: 1} {[main] ValVar ID: 4 {[main] FIObjVar ID: 11 (base object) {[main] FIObjVar ID: 13 (base object) {[main] ValVar ID: 7 {[swap] ValVar ID: 21
y : Function: main } %st = alloca %struct.st, align 1 } %a = alloca 18*, align 8 } %al = alloca 18, align 1 } Function: swap }

{[main] ValVar ID: 10 {[main] ValVar ID: 12
%st = alloca %struct.st, align 1 } %a = alloca 18*, align 8 }

{[main] ValVar ID: 17 {[main] FIObjVar ID: 15 (base object) {[swap] ValVar ID: 25
%12 = getelementptr inbounds %struct.st, %struct.st* %st,132 0,132 1 } %b = alloca 18*, align 8 } 18** %p { Oth arg swap }}

{[main] ValVar ID: 14 {[swap] ValVar ID: 27
%b = alloca 18*, align 8 } %0 = load 18%*, 18** %p, align 8 }

{[swap] ValVar ID: 26
18** %q { 1st arg swap }}

{[swap] ValVar ID: 28
Address — Copy — Load —» Store —» Field %1 =load 18*, 18** %q, align 8 }




2. Program Assignment Graph

e class SVFIR : IRGraph : GenericGraph<SVFVar, SVEStmt>. // typedeft SVFIR PAG;

* class SVFVar : GenericNode<SVFVar, SVFStmt> [ typedet SVFVar PAGNode;

e class SVFstmt : GenericEdge<SVFVar> /[ typedet SVFStmt PAGEdge;




2. Program Assignment Graph

» class SVFIR : IRGraph : GenericGraph<SVFVar, SVFStmt>. // typedef SVFIR PAG;

* class SVFVar : GenericNode<SVFVar, SVFStmt> /] typedef SVFVar PAGNode; . class SVFStmt : GenericEdge<SVFVars> /] typedef SVFStmt PAGEdge:

* ObjVar  AssignStmt

e GepObjVar: obj->field

AddrStmt: p = alloc(...)

e FIObjVar: arr[i], arr*, alloca

Copyolmt- p=0
« DymmyObjVar

Storestmt: 'p =@
e ValVar

LoadStmip=2a
e GepValVar: var->field

CallPE : formal_param <- actual_arg

+ TDForkPE




3.Constraint Graph
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3.Constraint Graph
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Constraint Graph

definei32 @main() {

entry:
%a = alloca i8*, align 8
%b = alloca i8*, align 8

stf 1
2
3
4
5 %a1 = alloca i8, align 1
6
7
8

f2:

st ST;

%st = alloca % .st, align 1
store i8* %a1, i8** %a, align 8
main(){ %f2 = getelementptr inbounds % st, % St* %st, 32 0,i32 1
31°ST st 9 store i8* %f2, i8** %b, align 8
o . 10 call @swap(i8** %a, i8** %b)
a=4&at, 11 reti32 0
*b = &(st.F2);
- SC. ’ 12 }
swap(&a,&b); 13 | define @swap(i8** %p, i8** %q) {
14 | entry:
swap( **p, 15 %0 = load !8** %p, align 8
* b= *p; 16 %1 = load i8** %q, align 8
e ' 17 store i8* %1, i8** %p, align 8
*p =4 18 store i8* %0, i8** %q, align 8
q=g 19 ret
20

-
OWVWoO~N~NOOULEWN -

b b enb b b b
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» Address ——» Copy —— Load — Store  —» Field

define i32 @main() {
entry:

%a = alloca i8%, align 8

%Db = alloca i8*, align 8

%a1 =alloca i, align 1

%st = alloca % st, align 1

store i8* %a1, i8** %a, align 8

%F2 = getelementptr inbounds % St, % St* %st, 132 0,132 1

store i8* %f2, i8** %b, align 8

call @swap(i8** %a, 18** %b)

ret132 0

}
define @swap(i8** %p, i8** %q) {

entry:
%0 = load i8** %p, align 8
%1 =load i8** %q, align 8
store i8* %1, i8** %p, align 8
store i8* %0, 18** %q, align 8
ret

LLVM IR Program Assignment Graph: ConstraintGraph#Jia4A7s



3.Constraint Graph

» Address — Copy —» Load — Store —» Field

main

define i32 @main() {
entry:

%a = alloca i8*, align 8 01 Oat2}

%Db = alloca i8*, align 8 2 > @

%a1l =allocai8, align 1 03 {03} 04)
O}

%st = alloca % st, align 1
store i8* %a1, i8** %3, align 8 “ %aq (1

%F2 = getelementptr inbounds % st, % St* %st, 320,132 1 @
store i8* %F2, i8** %b, align 8 £ % b = %f2

b = %f2
call void @swap(i8** %a, i8** %b) {03} {O1} {02}
reti32 0

{Oa.12}

define void @swap(i8** %p, i8** %q) {

entry: (%P ) (T
%0 = load i8** %p, align 8 ’

%1 =load i8** %q, align 8
store i8* %1, i8** %p, align 8
store i8* %0, i8** %q, align 8

oo

LLVM IR Constraint Graph

ConstraintGraph: 1%, E&EE@E, RNINFHE (1)




3.Constraint Graph

| » Address —»Copy —» Load — Store  —» Field
define i32 @main() {
entry:

S L Oa4.12}
%a = alloca i8*, align 8 /| O1
%b = alloca i8*, align 8 /| 02 B @ @
%a1 =allocai8, align 1 /| O3 {03} {04}
. main
ONO;

%st = alloca % st,align1 //C

store i8* %a1, i8** %a, align 8

%F2 = getelementptr inbounds % S St* %st, 320,132 1
store i8* %F2, i8** %b, align 8

call void @swap(i8** %a, i8** %b)

reti32 0

{O1} {02}

define void @swap(i8** %p, i8** %q) {
entry: i
%0 = load i8** %p, align 8
%1 = load i8** %q, align 8 |
store i8* %1, i8** %p, align 8 ’ -
store i8* %0, i8** %q, align 8 %
ret .1' |

% |

LLVM IR Constraint Graph

ConstraintGraph: &%, E&iEmE, NINFTE (2)

/1



3.Constraint Graph

define 32 @main() {
entry:

}

define

%a = alloca i8*, align 8

%Db = alloca i8*, align 8

%a1 =allocai8, align 1

%st = alloca % st, align 1
store i8* %a1, 18** %a, align 8
%F2 = getelementptr inbounds %
store i8* %f2, i8** %b, align 8
call voicd @swap(i8** %a, i8** %b)
reti32 0

St, %

@swap(i8** %p, i8** %q) {

entry:

%0 = load i8** %p, align 8
%1 = load i8** %q, align 8
store i8* %1, i8** %p, align 8
store i8* %0, i8** %q, align 8
ret

LLVM IR

St* %st, 132 0,132 1

» Address

PO

{03, O4.12}

—» Copy

{O1}

(
O

O1}

oo

Constraint Graph

ConstraintGraph: E£fCIRE, KREIAEIRE (3)

—» Load

—p Store  —» Field

Oa.12}
F =
@ i ‘ main

{02}

{02}
()

Q {O412}

03, 04.12}




3.Constraint Graph

e class ConstraintGraph : GenericGraph<ConstraintNode, ConstraintEdge>
» class ConstraintNode : GenericGraph<ConstraintNode, Constrainttdge>

« get/remove: Addrin/OutEdges, Copyln/OutEdges, Gepln/OutEdges, Loadln/OutEdges, Storeln/OutEdges,
e class ConstraintEdge : GenericGraph<ConstraintEdge>

 AddrCGEdge, CopyCGEdge, LoadCGEdge, StoreCGEdge

« GepCGEdge

 NormalGepEdge: fixed offset size




3.Constraint Graph

AndersenBase::analyze
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4.Inter-Procedural Control Flow Graph

e class ICFG : GenericGraph<ICFGNode, ICFGEdge>
» class ICFGNode : GenericNode<|CFGNode, ICFGEdge>

e class ICFGEdge : GenericEdge<ICFGNode>
* GloballCFGNode

+ IntralCFGNode * IntraCFGEdge
* InterlCFGNode e CallCFGEdge
* SVFInstruction *getCallSite();
* RetlCFGNode *getRetlCFGNode();

e Vector<SVFVar *> getFormalParams();

* RetlCFGNode




4.Inter-Procedural Control Flow Graph

. BN

. ./cmake-build-debug/bin/wpa -ander -dump-icfg svfir.1ll -extapi=/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-11lvm/1ib/extapi.1l
dot -Tsvg -o icfg_initial.svg icfg_initial.dot




4 . Inter-Proce

%struct.st = type { i8, i8 }

; Function Attrs: noinline nounwind ssp uwtable

define i32 @main() #0 {
entry:
%al = alloca 18, align 1
%st = alloca %struct.st, align 1
%a = alloca i8%, align 8
%b = alloca i8%, align 8

store i8% %al, i8%* %a, align 8

%f2 = getelementptr inbounds %struct.st, %struct.st* %st, i32 0, i32 1

store i8% %f2, i8%*% %b, align 8
call void @swap(i8** %a, i8%* %b)
ret 132 0

; Function Attrs: noinline nounwind ssp uwtable

define void @swap (i8** %p, i8** %q) #0 {
entry:
40
%1

store i8% %1, i8%* %p, align 8

load i8%, i8%x %p, align 8

load i8%, i8%x %q, align 8

store i8% %0, i8%* %qg, align 8
ret void

GlobalICFGNode0
CopyStmt: [Varl <-- Var(]
18* null { constant data }
AddrStmt: [Var20 <-- Var3]
132 0 { constant data }
AddrStmt: [Varll <-- Var3]
132 1 { constant data }
AddrStmt: [Var4 <-- Var5]
Function: main
AddrStmt: [Var23 <-- Var24]
Function: swap

FunEntryICFGNodel {fun: main}

Intral CFGNode2 {fun: main}
AddrStmt: [Var9 <-- Varl0]
%al = alloca 18, align 1

Intral CFGNode3 {fun: main}
AddrStmt: [Varl2 <-- Varl3]
%st = alloca %struct.st, align 1

Intral CFGNode4 {fun: main}
AddrStmt: [Varl4 <-- Varl5]
%a = alloca 18*, align 8

Intral CFGNode5 {fun: main}
AddrStmt: [Varl6 <-- Varl7]
%b = alloca 18%*, align 8

Intral CFGNode6 {fun: main}
StoreStmt: [Varl4 <-- Var9]
store i18* %al, 18** %a, align 8

Intral CFGNode7 {fun: main}
GepStmt: [Varl9 <-- Varl2]

9%f2 = getelementptr inbounds %struct.st, %struct.st* %st, 132 0,132 1

Intral CFGNode8 {fun: main}
StoreStmt: [Varl6 <-- Var19]
store 18* %f2,18** %b, align 8

CallICFGNode9 {fun: main}
CallPE: [Var27 <-- Varl4]
call void @swap(i8** %a, 18** %b)
CallPE: [Var28 <-- Varl6]
call void @swap(i8** %a, 18** %b)

0x600002¢340c0

FunEntryICFGNodell {fun: swap}

Flow Graph

FunEntryICFGNodell {fun: swap}

IntralCFGNodel5 {fun: swap}
LoadStmt: [Var29 <-- Var27]
%0 = load 18*, 18** %p, align 8

IntralCFGNodel6 {fun: swap}
LoadStmt: [Var30 <-- Var28]
%1 =load 18*, 18** %q, align 8

IntralCFGNodel7 {fun: swap}
StoreStmt: [Var27 <-- Var30]
store i8* %1, 18** %p, align 8

IntralCFGNodel8 {fun: swap}
StoreStmt: [Var28 <-- Var29]
store i8* %0, 18** %q, align 8

IntralCFGNode19 {fun: swap}
ret void

FunExitICFGNodel2 {fun: swap}
0x600002c340c0

RetICFGNodel0 {fun: main}

Intral CFGNodel3 {fun: main}
reti32 0

FunExitICFGNodel4 {fun: main}
PhiStmt: [Var6 <-- ([Var20, ICFGNode13],)]
reti32 0




5.Call Graph

 class PTACallGraph : GenericGraph<PTACallGraphNode, PTACallGraphEdge>

* class ThreadCallGraph : PTACallGraph

« JREUERERIRINFS]

* PointerAnalysis *pta = new AndersenWaveDiff(pag); / WPAPass::runPointerAnalysis
 PTACallGraph *cg = pta->getPTACallGraph();

* SCCDetection *callGraphSCC = new SCCDetection(cg); /| MRGenerator::MRGenerator

et

NR
o




5.Call Graph

(©: MemRegion.cpp X

+ Call GraphRzF3%&5: MOD/REF

| 459 /*1
460 * Get the reverse topo order of scc call graph
461 */
462 s~ void MRGenerator::getCallGraphSCCRevTopoOrder(WorkList& worklist)
463 {
464
465 NodeStack& topoOrder = callGraphSCC->topoNodeStack();
466 while(!topoOrder.empty())
467 {
468 NodeID callgraphNodeID = topoOrder.top();
469 topoOrder.pop();
470 worklist.push(callgraphNodelD);
471 1
€ MemRegion.cpp
241 WorkList worklist; 05 A4 58 ~
242 getCallGraphSCCRevTopoOrder(worklist);
243
244 while(!worklist.empty())
245 {
246 NodeID callGraphNodeID = worklist.pop();
247 /// handle all sub scc nodes of this rep node
248 const NodeBS& subNodes = callGraphSCC->subNodes(callGraphNodeID);
249 for(NodeBS: :iterator it = subNodes.begin(), eit = subNodes.end(); it!=eit; ++it)
250 {
251 PTACallGraphNode* subCallGraphNode = callGraph->getCallGraphNode(*it);
252 /// Get mod-ref of all callsites calling callGraphNode
253 modRefAnalysis(subCallGraphNode, worklist);
254 }

255 }



5.Call Graph

€ MemRegion.cpp * 620 I v|/at
630 * Call site mod-ref analysis
I 459 /*! 631 */Compute mod-ref of all callsites invoking this call graph node
632 *
460 * Get the reverse m order Of scc call graph 635 55 v void MRGenerator::modRefAnalysis(PTACallGraphNode* callGraphNode, WorkList& worklist)
461 %/ 634 {
. 635
462 5 void MRGenerator: :getCallGraphSCCRevIopoOrder (WorkList& worklist) 436 Q) GER) ReE] e G GElee 0 s e Grililseies o el
' 463 { 637 for(PTACallGraphNode: :iterator it = callGraphNode->InEdgeBegin(), eit = callGraphNode->InEdgeEn
638 v it!=eit; ++it)
464 639 {
465 NodeStack& topoOrder = callGraphSCC->topoNodeStack(); 640 PTACall6raphEdgex edge = -it;
. 641
466 Whlle(!tODOOPdeP'empty()) 642 /// handle direct callsites
467 { 643 for(PTACallGraphEdge: :CallInstSet: :iterator cit = edge->getDirectCalls().begin(),
644 v ecit = edge->getDirectCalls().end(); cit!=ecit; ++cit)
468 NodeID callgraphNodeID = topoOrder.top(); . : sERs T e
469 topoOrder.pop(); 646 NodeBS mod, ref;
. . 647 const CallICFGNode* cs = (*cit);
I worklist. push(callgraphNodeID); B e T e ' handleCA L e RO UR T had, Ter. o5, CALLAraphNods-getrineEionO) ;.
471 } ' 649 if (modrefchanged) :
472 .IélsellIIIIIIIIIIIllllllwgplk}]is;tlplulsrl(leg o >gleESIr‘EIIDI(2)IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII:
(€ MemRegion.cpp 651 }
652 /// handle indirect callsites
. . . 0 5 4653 for(PTACallGraphEdge: :CallInstSet: :iterator cit = edge->getIndirectCalls() .begin(),
241 WorkList worklist; 654 v ecit = edge->getIndirectCalls().end(); cit!=ecit; ++cit)
242 getCallGraphSCCRevTopoOrder(worklist); 655 {
243 656 NodeBS mod, ref;
I95I7IIIIIIIIIIIIIIIeolnitlEall}EcIFlsuolds*lIciI=I(I*ICJ;-tI)I;IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
244 while (!worklist.empty()) " 658 bool modrefchanged = handleCallsiteModRef(mod, ref, cs, callGraphNode->getFunction());s
245 { . 659 if (modrefchanged) .
. :IéléﬂIIIIIIIIIIIIIIIIImgr‘”is;.m’;h(ﬁnqel-iqexipslq(Jl;lIIIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIII.
246 NodeID callGraphNodeID = worklist.pop(); 661 }
2477 /// handle all sub scc nodes of this rep node e , r
663
248 const NodeBS& subNodes = callGraphSCC->subNodes(callGraphNodeID);
249 for(NodeBS: :iterator it = subNodes.begin(), eit = subNodes.end(); it!=eit; ++it)
250 {
251 PTACallGraphNode* subCallGraphNode = callGraph->getCallGraphNode(*it);
252 /// Get mod-ref of all callsites calling callGraphNode
253 modRefAnalysis(subCallGraphNode, worklist);
254 }

255 }



o.Sparse Value Flow Graph

* class VFG : GenericGraph<VFGNode, VFGEdge> e typedef VFGEdge SVFGEdge
» typedef VFGNode SVFGNode
* class VFGNode : GenericNode<VFGNode, VFGEdge> e class VFGEdge : GenericEdge<VFGNode>
« MRSVFGNode
o StmtVFGNode » DirectSVFGEdge
e FormalINSVFGNode
e LoadVFGNode  IntraDirSVFGEdge
 FormalOUTSVFGNode
« StoreVFGNode e CallDirSVFGEdge
« ActualINSVFGNode
» CopyVFGNode * RetDiIrSVFGEdge
» ActualOUTSVFGNode
 GepVFGNode  IndirectSVFGEdge

MSSAPHISVFGNode

AddrVFGNode

IntralndSVFGEdge
e IntraMSSAPHISVFGNode

 PHIVFGNode

CallindSVFGEdge
e InterMSSAPHISVFGNode

e |IntraPHIVFGNode

RetindSVFGEdge




o.Sparse Value Flow Graph

\\é N\ | . ./cmake-build-debug/bin/wpa -ander -svfg -dump-vfg svfir.1ll -extapi=/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-11lvm/1lib/extapi.1l
o —_|_— | 1§J I dot -Tsvg -o svfg_final.svg svfg_final.dot
FormalINSVEGNode ID: 28 {fun: main}2V_1 = ENCHI(MR_2V _1)

AddrVFGNode ID: 4 AddrStmt: [Var9 <-- Var10] AddrVFGNode ID: 6 AddrStmt: [Var14 <-- Varl5] AddrVFGNode ID: 5 AddrStmt: [Varl2 <-- Var13]

%al = alloca 18, align 1 pts{15 } %0a = alloca 18%*, align 8 %st = alloca %struct.st, align 1
4
] StoreVFGNode ID: 13 StoreStmt: [Varl4 <-- Var9] AddrVFGNode ID: 7 AddrStmt: [Varl6 <-- Varl7] FormalINSVFGNode ID: 27 {fun: main}4V_1 = ENCHI(MR_4V_1) GepVFGNode ID: 10 GepStmt: [Varl9 <-- Var12]
store i8* %al, i8** %a, align 8 %b = alloca i8*, align 8 pts{17 } %12 = getelementptr inbounds %struct.st, %struct.st* %st, 132 0,132 1
i \
1 \
v
ActualINSVFGNode ID: 34 at callsite: call void @sl\;/ap(18** %a, 18** %b) {fun: main}CSMU((2V_2) ActualParmVFEGNode ID: 17 CS[]ValVar ID: 14 4
pts{15} %a = alloca i8*, align 8 StoreVEGNode ID: 14 StoreStmt: [Varl6 <-- Var19]
CSI[] store i8* %f2, i8** %b, align 8
1 1 ll
1
l‘ ]
\ 1
‘.‘ 1
\:_\ \ /
4 ActualParmVEGNode ID: 18 CS[]ValVar ID: 16 ActualINSVFGNode ID: 33 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(4V_2)
FormalINSVFGNode ID: 26 {fun: swap}2V_1 = ENCHI(MR_2V_1)  FormalParmVFGNode ID: 19 Fun[swap]ValVar ID: 27 %b = alloca i8*, align 8 pts{17 }
pts{15 } i8** %p { Oth arg swap } CS(l
L ‘ !
| I
1 ~o ]
\ S~ i
\ Se //
\\\ \\‘ l A
\ LoadVFGNode ID: 11 LoadStmt: [Var29 <-- Var27] FormalParmVFGNode ID: 20 Fun[swap]ValVar ID: 28 FormalINSVFGNode ID: 25 {fun: swap}4V_1 = ENCHI(MR_4V_1)
\\ %0 = load i8*, i8** %p, align 8 i8** 9pq { lst arg swap } pts{17 }
ANy StoreVFGNode ID: 16 StoreStmt: [Var28 <-- Var29] LoadVFGNode ID: 12 LoadStmt: [Var30 <-- Var28]
\\\ store i8* %0, i18** %q, align 8 %1 = load i8%*, i8** %q, align 8 %struct.st = type { i8, i8 }
\\\ \‘
o FormalOUTSVFGNode ID: 29 {fun: swap}RETMU(4V_2) ; Function Attrs: noinline nounwind ssp uwtable
StoreVFGNode ID: 15 StoreStmt: [Var27 <-- Var30] pts{17 } . ) )
store i8* %1, i8** %p, align 8 | define 132 @main() #0 {
//, ' entry:
» } %al = alloca i8, align 1
FormalOUTS VFGNode Hgt; ?(1’5{1;“: swap}RETMU(2V_2)  ActualOUTSVEGNode ID: 35 at callsite: call void @swap{(i%*;‘ %a, i8** %b) {fun: main}4V_3 = CSCHI(MR_4V_3) %st = alloca %struct.st, align 1
pts - -
1 CS[] %a alloca 18%, align 8
|
i | %b = alloca i8%, align 8
|
typedef struct st { char f1; char f2; } ST; \ store i8% %al, i8%% %a, align 8
e ! - ActualOUTSVFGNode ID: 36 at callsite: call void @swap(i8** %a, i$** %b) {fun: main}2V_3 = CSCHIMR 2V_3) g\ ooopn @0 !l (s S RETMUGY 3) R R _ _
pts{15} p&ﬂJ} : - %f2 = getelementptr inbounds %struct.st, %struct.st* %st, 132 0, 132 1
. CS
void swap(char *xp, char *xq); L store i8% %f2, i8%* %b, align 8
|
+ call void @swap(i8** %a, i8%* %b)
int main O { FormalOUTSVFGNode ID: 32 {fun: main}RETMU(2V_3) ret 132 0

char al; pts{15 }
ST st;
char *a = &al;

char *b = &(st.f2
swap(&a, &b); define void @swap (i8** %p, i8** %q) #0 {

; Function Attrs: noinline nounwind ssp uwtable

entry:

%0 = load i8%, i8%* %p, align 8

void swap(char **p, char *xq) { %1 = load i8%, i8%* %q, align 8
char *t = *p; store i8% %1, i8%% %p, align 8
*p = *q; store i8% %0, i8%% %qg, align 8

*:'t; .
q ret void
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\\é N\ | . ./cmake-build-debug/bin/wpa -ander -svfg -dump-vfg svfir.1ll -extapi=/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-11lvm/1lib/extapi.1l
S —_|_— | 1§J I dot -Tsvg -o svfg_final.svg svfg_final.dot

AddrVFGNode ID: 4 AddrStmt: [Var9 <-- Var10] FormalINSVFGNode ID: 28 {fun: main}2V_1 = ENCHI(MR_2V_1) AddrVFGNode ID: 6 AddrStmt: [Var14 <-- Varl5]

AddrVFGNode ID: 5 AddrStmt: [Varl2 <-- Var13]
%al = alloca 18, align 1 pts{15 } %0a = alloca 18%*, align 8

%ost = alloca %ostruct.st, align 1

StoreVFGNode ID: 13 StoreStmt: [Var14 <-- Var9] AddrVFGNode ID: 7 AddrStmt: [Var16 <-- Varl7] FormalINSVFGNode ID: 27 {fun: main}4V_1 = ENCHI(MR_4V_1) GepVFGNode ID: 10 GepStmt: [Varl9 <-- Var12]
store i8* %al, i8** %a, align 8 %Db = alloca 18%*, align 8 pts{17 }

%12 = getelementptr inbounds %struct.st, %struct.st* %st, 132 0,132 1

ActualINSVFGNode ID: 34 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU((2V_2) ActualParmVFEGNode ID: 17 CS[]ValVar ID: 14
pts{15 } . ’

S %a = alloca i8*, align 8 StoreVFGNode ID: 14 StoreStmt: [Varl6 <-- Var19]
(] | store i8* %f2, 18** %b, align 8
: |
I‘ ]
\ =
\_-. v
\ . te: 1 1Q%% ¢ 1R %% . 1
4 ActualParmVEGNode ID: 18 CS[]ValVar ID: 16 ActualINSVFGNode ID: 33 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(4V_2)

FormalINSVFGNode ID: 26 {fun: swap}2V_1 = ENCHI(MR_2V_1) FormalParmVFGNode ID: 19 Fun[swap]ValVar ID: 27 %b = alloca i8*, align 8 pts{17 }
pts{15 } i8%* %p { Oth arg swap } | CS[]

1

i 1
\

1

\

l 'y

LoadVFGNode ID: 11 LoadStmt: [Var29 <-- Var27] FormalParmVFGNode ID: 20 Fun[swap]ValVar ID: 28 FormalINSVFGNode ID: 25 {fun: swap}4V_1 = ENCHI(MR_4V_1)
%0 = load i8%*, i8** %p, align 8 18%** %q { Ist arg swap }

-
,,,,, /
————— /
- /
/

~ : + DT 0000 0 o, Y 4T
C+ SVFGBuilder.cpp (€ SaberSVFGBuilder.cpp StoreVEGNode ID: 16 StoreStmt: [Var28 <-- Var29] | | LoadVEGNode ID: 12 LoadStmt: [Var30 <-- Var28]

store 18* %0, i8** %q, align 8 %1 = load i8%*, i8** %q, align 8 %struct.st = type { i8, i8 }
>(  void SaberSVFGBuilder: :buildSVFG() v
{ FormalOUTSVFGNode ID: 29 {fun: swap}RETMU(4V_2) ; Function Attrs: noinline nounwind ssp uwtable
toreStmt: [Var27 <-- Var30] pts{17 } . . )
i8** %p, align 8 define i32 @main() #0 {
MemSSA* mssa = svfg->getMSSA(); entry:
svfg->buildSVFG(); %al = alloca 18, align 1

RETMU(2V_2) . o . Quck O Q% . mai = 9 9 -
BVDataPTAImpl pta = mssa->getPTA O; Actual OUTSVFGNode ID: 35 at callsite: call void @S‘;il&(i% ) %a, 18** 9%b) {fun: main}4V_3 = CSCHI(MR_4V_3) %st alloca %struct.st, align 1

DBOUT (DGENERAL, outs() << pasMsg("\tCollect Global Variables\n")); sl ¥a = alloca i8x, align 8

%b = alloca i8%, align 8

. | store i8% %al, i8%% %a, align 8
collectGlobals(pta); %b) {fun: main}2V_3 = CSCHI(MR_2V_3) Y g

fb"nMOUTSVFGNomﬂﬁg?;;?m:mmnnuﬂmﬂx4v?” %f2 = getelementptr inbounds %struct.st, %struct.stx %st, i32 0, i32 1

store i8% %f2, i8%% %b, align 8

DBOUT (DGENERAL, outs() << pasMsg("\tRemove Dereference Direct SVFG Edge\n"));

call void @swap(i8** %a, i8%* %b)

RETMU(2V_3 .
rmDerefDirSVFGEdges(pta); @V3) ret 132 0
}

rmIncomingEdgeForSUStore(pta);

p = alloc() i = ; Function Attrs: noinline nounwind ssp uwtable
DBOUT (DGENERAL, outs() << pasMsg("\tAdd Sink SVFG Nodes\n")); define void @swap(i8* %p, i8%x %q) #0 {

gqg=.. g=... entry:

AddExtActualParmSVFGNodes (pta->getPTACall6raph()); %0 = load i8%, i8xx %p, align 8

*p o %1 = load i8%, i8%* %q, align 8
if(pta->printStat()) store i8% %1, i8%% %p, align 8

svfg->performStat(); L= X fat(r ) r=q store i8x %0, i8%% %q, align 8

ret void

Sl =i C R e o) (R SOr= G e Rrain) Selrk
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= }L&/\{g”% . ./cmake-build-debug/bin/saber -dump-vfg svfir.1ll -extapi=/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-1lvm/1lib/extapi.1l
—_|_— | dot -Tsvg -o svfg_final_l.svg svfg_final.dot

AddrVFGNode ID: 2 AddrStmt: [Var9 <-- Var10]
%al = alloca i8, align 1

CopyVFGNode ID: 7 CopyStmt: [Varl <-- Var0] StoreVFGNode ID: 11 StoreStmt: [Var14 <-- Var9]
18* null { constant data } store i8* %al, i8** %a, align 8
i
I
|

\/
ActualINSVFGNode ID: 29 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(2V_2)

pts{15 }
CS[]

1

NullPtrVFGNode ID: 0 PAGNode ID: 0

AddrVFGNode ID: 3 AddrStmt: [Var12 <-- Var13] AddrVFGNode ID: 4 AddrStmt: [Var14 <-- Varl5]
%st = alloca %struct.st, align 1 %a = alloca i8*, align 8

ActualParmVFGNode ID: 15 CS[]ValVar ID: 14
%a = alloca i8%*, align 8

1

GepVFGNode ID: 8 GepStmt: [Varl9 <-- Varl2]
%12 = getelementptr inbounds %struct.st, %struct.st* %st, 32 0,132 1

StoreVFGNode ID: 12 StoreStmt: [Var16 <-- Var19] FormalParmVFGNode ID: 17 Fun[swap]ValVar ID: 27
store i8* %{f2,18** %b, align 8 i8** %p { Oth arg swap }

\/

\ 4 ActualINSVFGNode ID: 28 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(4V_2)

FormalINSVFGNode ID: 21 {fun: swap}2V_1 = ENCHI(MR_2V_1)
pts{15 }

LoadVFGNode ID: 9 LoadStmt: [Var29 <-- Var27]
%0 = load i8*, i8** %p, align 8

StoreVFGNode ID: 14 StoreStmt: [Var28 <-- Var29]
store i8* %0, i8** %q, align 8

FormalOUTSVFGNode ID: 24 {fun: swap}RETMU(4V_2)
pts{17 }

pts{17 }
CS[]

1

v

FormalINSVFGNode ID: 20 {fun: swap}4V_1 = ENCHI(MR_4V_1)
pts{17 }
1

LoadVFGNode ID: 10 LoadStmt: [Var30 <-- Var28]
%1 =load i8*, i8** %q, align 8

StoreVFGNode ID: 13 StoreStmt: [Var27 <-- Var30]
store i8* %1, i8** %p, align 8

\/

Actual OUTSVEGNode ID: 30 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}4V_3 = CSCHI(MMR_4V_3)  FormalOUTSVFGNode ID: 25 {fun: swap}RETMU(2V_2)

pts{17 }
CS[]

\J

pts{15 }
1
I
|
I

v

FormalOUTSVFGNode ID: 26 {fun: main}RETMU(4V_3) Actual OUTSVFGNode ID: 31 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}2V_3 = CSCHI(IMR_2V_3)

pts{17 }

pts{15 }
CS[]

v

Formal OUTSVFGNode ID: 27 {fun: main}RETMU(2V_3)
pts{15 }
SVFG

AddrVFGNode ID: 5 AddrStmt: [Varl6 <-- Varl7]
%D = alloca i8*, align 8

ActualParmVFGNode ID: 16 CS[]ValVar ID: 16
%D = alloca 18*, align 8

1

FormalParmVFGNode ID: 18 Fun[swap]ValVar ID: 28
i8** %q { 1st arg swap }

typedef struct st { char f1; char f2; } ST;

I void swap(char *xp, char *xq);

int main () {

char al;

ST st;

char *xa = &al;

char *b = &(st.f2);

swap(&a, &b);

- void swap(char *xp, char *xq) {
char *t = *p;
*p = *q;

*q:'t;

%struct.st = type { i8, i8 }

; Function Attrs: noinline nounwind ssp uwtable
define i32 @main() #0 {

entry:
%al = alloca i8, align 1
%st = alloca %struct.st, align 1
%a = alloca i8%, align 8
%b = alloca i8%, align 8

store i8% %al, i8%* %a, align 8

%f2 = getelementptr inbounds %struct.st, %struct.st* %st, i32 0, 132 1
store i8% %f2, i8%% %b, align 8

call void @swap(i8** %a, i8%* %b)

ret i32 0

; Function Attrs: noinline nounwind ssp uwtable
define void @swap(i8** %p, i8** %q) #0 {
entry:

%0 = load i8%, i8%x %p, align 8

%1

store i8% %1, i8%% %p, align 8

load i8%, i8%* %g, align 8

store i8% %0, i8%* %q, align 8

ret void
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void foo(){

POINTS-TO::
p—{ Xy, }

ISSTA2012’s talk Static Memory Leak Detection Using Full Sparse Value-Flow Analysis
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void foo(){

REGION PARTITIONING:
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void foo(){

A y) Jl Ax. 2) Bl

REGION PARTITIONING:

p—{ A
q—1 ) AU
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void foo(){

A y) Il A 2) Bl

REGION PARTITIONING:

p—{ A
q—1 7) AU

X, Y, 2: nonlocal in foo
v, w: locally declared in foo
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void foo(){

CALLSITE REF/MOD:
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void foo() 8l ~(z) B
, )

CALLSITE REF/MOD:
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NullPtrVFGNode ID: 0 PAGNode ID: 0 AddrVFGNode ID: 2 Add{Stmtf [Var9 <-- Var10]
%al = alloca 18, align 1

yVEGNode ID: 7 CopyStmt: [Varl <-- Var0] StoreVFGNode ID: 11 StoreStmt: [Varl4 <-- Var9]
18* null { constant data } store i8* %al, i8** %a, align 8

\/

ActualINSVFGNode ID: 29 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(2V_2)

pts{15 }
CS[]

1
:
|
I
I
I

\/

FormalINSVFGNode ID: 21 {fun: swap}2V_1 = ENCHI(MR_2V_1)

pts{15 }

LoadVFGNode ID: 9 LoadStmt: [Var29 <-- Var27]
%0 = load i8*, i8** %p, align 8

l

StoreVFGNode ID: 14 StoreStmt: [Var28 <-- Var29]
store i8* %0, i18** %q, align 8

AddrVFGNode ID: 3 AddrStmt: [Varl2 <-- Varl3]
%st = alloca %struct.st, align 1

AddrVFGNode ID: 4 AddrStmt: [Varl4 <-- Varl5]
%a = alloca 18*, align 8

AddrVFGNode ID: 5 AddrStmt: [Varl6 <-- Varl7]
%b = alloca i8%*, align 8

l ActualParmVFGNode ID: 15 CS[]ValVar ID: 14
GepVFGNode ID: 8 GepStmt: [Varl9 <-- Varl2] %a = alloca i8*, align 8

%f2 = getelementptr inbounds %struct.st, %struct.st* %st,132 0,132 1 .

StoreVFGNode ID: 12 StoreStmt: [Varl6 <-- Var19]
store i8* %f2,18** %b, align 8

i8** 9%p { Oth arg swap }

\/

ActualINSVFGNode ID: 28 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}CSMU(4V_2)
pts{17 }
CS[]

1

v

FormalINSVFGNode ID: 20 {fun: swap}4V_1 = ENCHI(MR_4V_1)
pts{17 }
|
I
L/

LoadVFGNode ID: 10 LoadStmt: [Var30 <-- Var28]
%1 = load i8*, i18** %q, align 8

l

Formal OUTSVFGNode ID: 24 {fun: swap}RETMU(4V_2)
pts{17 } StoreVFGNode ID: 13 StoreStmt: [Var27 <-- Var30]
. store i8* %1, 18** %p, align 8
' i
| |
! i
L/ \/
Actual OUTSVFGNode ID: 30 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}4V_3 = CSCHI(MMR_4V_3)  FormalOUTSVFGNode IDt: %fs{gun: swap}RETMU(2V_2)
pts{17 } pts
cs[] 1
I
| |
v \/
FormalOUTSVFGNode ID: 26 {fun: main}RETMU(4V_3) Actual OUTSVFGNode ID: 31 at callsite: call void @swap(i8** %a, i8** %b) {fun: main}2V_3 = CSCHIIMR_2V_3)
) ’ - pts{15 }
pts{17 } cs[l
i
FormalOUTSVFGNode ID: 27 {fun: main}RETMU(2V_3)
pts{15 }

SVFG

FormalParmVFGNode ID: 17 Fun[swap]ValVar ID: 27

;

ActualParmVFGNode ID: 16 CS[]ValVar ID: 16
%b = alloca 18*, align 8

FormalParmVFGNode ID: 18 Fun[swap]Val Var ID: 28
i8** %q { 1st arg swap }

Rule

Statement (SSA)

Value-Flow Edges

ASN

Pi = q;

b q

MU

(V)
Pi = *qj

Pi < Vi

CHI

*Pi = g
Vs = x(Vt)

Vs — G, Vs —

PHI

i=¢(qj5QK)

Pi < Qs Pi < Qk

CALL
(at a
callsite
c for a
callee g)

14(Vm)
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€ SVFG.cpp

© VFG.cpp X

© SVFG.cpp x  (C VFG.cpp

Q-

O Cc W * Oresuts 1T | Y

433
434
435
436
437
438
439
440
441
442
443
444
445
446
iy
448
449

= v /%!

* Constructor

*

* Build VFG

* 1) build VFG nodes

*

statements for top level pointers (PAGEdges)

* 2) connect VFG edges

*

*/

s~ V' VFG::VFG(PTACallGraphx cg, VFGK k): totalVFGNode(0), callgraph(cg), pag(SVFIR::g

{

between two statements (PAGEdges)

DBOUT (DGENERAL, outs() << pasMsg("\tCreate VFG Top Level Node\n"));
addVFGNodes() ;

DBOUT (DGENERAL, outs() << pasMsg("\tCreate SVFG Direct Edge\n"));
connectDirectVFGEdges();

etPAG()), kind(k)

215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246

@ v

/*!

* Build SVFG

* 1) build SVFG nodes

* a) statements for top level pointers (PAGEdges)

* b) operators of address-taken variables (MSSAPHI and MSSACHI)

* 2) connect SVFG edges

* a) between two statements (PAGEdges)

* b) between two memory SSA operators (MSSAPHI MSSAMU and MSSACHI)
74

oid SVFG::buildSVFG()

DBOUT(DGENERAL, outs() << pasMsg("Build Sparse Value-Flow Graph \n"));

stat->startClk();
if (!0ptions::ReadSVFG().empty())
{
readFile(Options::ReadSVFG());
}
else
{
DBOUT(DGENERAL, outs() << pasMsg("\tCreate SVFG Addr-taken Node\n"));
stat->ATVFNodeStart();
addSVFGNodesForAddrTakenVars();
stat->ATVFNodeEnd() ;
DBOUT(DGENERAL, outs() << pasMsg("\tCreate SVFG Indirect Edge\n"));
stat->indVFEdgeStart();
connectIndirectSVFGEdges();
stat->indVFEdgeEnd();
if (!'Options::WriteSVFG().empty())
writeToFile(Options: :WriteSVFG());




/. Control Dependence Graph

e class CDG : GenericGraph<CDGNode, CDGEdge>
« CDGNode *getCDGNode(u32_t ctfgNodeld

 class CDGNode : GenericNode<CDGNode, CDGEdge>

2 class CD Edge : GenericEdge<CDGNode>
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©: my_tool.cpp X @ cdg.c C: ExtAPlLcpp :
1 // A2 V4 ~ ~
2 // Created by Liture on 2023/10/10.
3 //
4
5 #include "SVF-LLVM/SVFIRBuilder.h"
6 #include "Util/CDGBuilder.h"
7 #include "Graphs/CDG.h"
8 #include "Util/ExtAPI.h"
9
10 using namespace std;
11 using namespace SVF;
12 |
13 D> int main(int argc, char ** argv) it
14 {
® ExtAPI::setExtBcPath("/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/svf-1lvm/lib/extapi.11"); |
16 SVFModule* svfModule = LLVMModuleSet::buildSVFModule({"/Users/liture/CLionProjects/SVF-Dev-Env/github/SVF/show-testcases/cdg.1l.11"});
17
18 SVFIRBuilder builder(svfModule);
19 builder.build();

NN
[l <> ]

CDGBuilder cdgBuilder;
cdgBuilder.build();

N NN
DN NN

CDG *cdg = CDG::getCDG();
cdg->dump("cdg");

N NN
N O O

SVF::LLVMModuleSet::releaseLLVMModuleSet();
1lvm: : 1lvm_shutdown();
return 0;

N NN
© 0 o
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2 5~ int rand();
3
4[> int main()
5 {
6 // round 1
7 int p = rand();
8 for (int 1 =0 ; 1 < 10 ; i++)
9 {
10 \ p = rand();
11
12 p=p+1;
13
14 // round 2
15 switch (p) {
16 case 1: p = 1, break;
17 case 2: p = 2; break;
18 case 3: p = 3, break;
19 case 4:
20 case 5:
21 case 6:
§22 case 7:
W s case 8: - - :

case

case

‘ rand(); break;
default:

| p = 11;

// round 3
p = rand();
if (p)

{




tmt: [Varl <-- Var0 ] .
i8* null(clonsmmdala }I ~7 lnt Pand () I
AddrStmt: [Var22 <-- Var3|
132 1 { constant data }
AddrStmt: [Varl8 <-- Var3]
132 10 { constant data }

AddrStmt: [Varl5 <-- Var3] s :
132 0 { constant data } lnt maln()
AddrStmt: [Vard <-- Var5]
Function: main _{
AddrStmt: [Var8 <-- Var9]
Function: rand

FunEntryICFGNodel {fun: main} lnt p = ra nd ( ) ;

l for (int i =0 ; i < 10 ; i++)

’ CallICFGNode2 {fun: main} {

p = rand();

IntralCFGNode4 {fun: main} 1.
BranchStmt: [ Unconditional branch] p = p i _I_ 7
Successor 0 ICFGNode5
br label %for.cond

Intral CFGNodeS {fun: main}
PhiStmt: [Var12 <-- ([Var7, ICFGNode4),[Var13, ICFGNode21),)]
Gp.0 = phi i32 [ %call ntry |, [ %calll, %for.inc |

switch (p) {

Intral CFGNode6 {fun: main} case 1: p = 1, break;
PhiStmt: [Varl4 <-- ([Varl5, ICFGNode4]|,[Var16, ICFGNode21],)]
1.0 = phi 132 [ 0, %entry ], [ %inc, %for.inc |

case 2: ; break;

o
|

Intral CFGNode7 {fun: main} caseé o. p - ; b rea k ;
r17 <-- (Varl4 predicate40 Varl8)]
Geemp = icmp slt 32 %i1.0, 10

case 4:
alCFGNode8 {fun: main} case o.

BranchStmt: [Condition Varl7]
Successor 0 ICFGNode9 Successor 1 ICFGNodell .
bril S%cmp, label %for.body, label %for.end case O.
case /:

Intral CFGNode11 {fun: main}

BinaryOPStmt: [Var24 <- 12 opcode13 Va CallICFGNode9 {fun: main} O .
%add = add n 0,1 case o.
case 7.

Intral CFGNode13 {fun: main}
BranchStmt: [Condition Var24| N .
essor 2 ICFGNodel7 Successor 3 ICFGNodel8 Successor 4 ICFG e19 Successor 5 ICFGNodel9 Successor 6 ICFGNode19 Successor 7 ICFGNode19 Successor 8 ICFGNode19 Successor 9 ICFGNodel9 Successor 10 ICFGNodefl9 case —I U .
switch 132 %add, label %osw.default [

; break;

o
I

default:

6, label Sosw.bbd
7. label %sw.bbd

P

i32 10, label %sw.bb4
|

Intral CFGNode15 {fun: main} Intral CFGNode12 {fun: main}
BranchStmt: [ Unc BranchStmt: [ Unconditional branch]
Successor 0 IC Node22 Successor 0 ICFGNode14

br label %sw.epilog br label %for.i

CallICFGNode19 {fun: main}

Intral CFGNode16 {fun: main} Intral Nodel7 {fun: main}
BranchStmt: [ Unconditional branch] BranchStmt: [ Unconditional branch|
Successor 0 ICFGNode22 Successor 0 ICFGNode22
br label %sw.epilog br label %sw.epilog

Intral CFGNode 14 {fun: main}
BinaryOPStmt

Intral CFGNode18 {fun: main} Intral CFGNode24 {fun: main} Intral CFGNode21 {fun: main}
BranchStmt: [ Unconditional branch] BranchStmt: [ Unconditional branch] BranchStmt: [ Ur itional branch]|
Successor 0 ICFGNode22 Successor 0 ICFGNode22 Succ r 0 ICFGNode5

br label %sw.epilog br label %sw.epilog br label %for.cond, !llvm.loop !6

N

CallICFGNode22 {fun: main}

Nodel

5 {fun: main} .
CmpStmt: [Var34 <-- (Var33 predicate33 Varl5)] IntraBlockNode I br il %cmp, label %for

Gotobool = icmp ne 132 %call6, 0

Intral CFGNode26 {fun: main}
BranchStmt: [Condition Var34]
Successor 0 ICFGNode27 Successor 1 ICFGNode28
br i1 %tobool, label then, label %if.end

Intral CFGNode27 {fun: main}

: [ Unconditional branch] NodelD: 5 NodelD: 6 NodelD: 7 NodelD: 9 NodelD: 12 NodelD: 14 NodelD: 21
s iNode28 IntraBlockNode ID: 5 %p.0 = phi i32 [ %call, %entry ], [ %calll, %for.inc ] {fun: main} IntraBlockNode ID: 6 %i.0 = phi i32 [ 0, %entry ], [ %inc, %for.inc ] {fun: main} IntraBlockNode ID: 7 %cmp = icmp slt i32 %i.0, 10 {fun: main} CallICFGNode9 {fun: main} IntraBlockNode ID: 12 br label %for.inc {fun: main} IntraBlockNode ID: 14 %inc = add nsw 132 %i.0, 1 {fun: main} IntraBlockNode ID: 21 br label %for.cond, !llvm.loop !6 {fun: main}

Control Dependence Graph

Intral CFGNode28 {fun: main}
PhiStmt: [Var38 <-- ([Varl8, ICFGNode27] [ Var33, ICFGNode26],)]
Gep.1 = phi 132 [ 10, %if then |, [ %call6, %sw.epilog |

CFGNode29 {fun: main}

FunExitICFGNode30 {fun in}
PhiStmt: [Var6 <-- ([Varl5, ICFGNode29],)]
reti32 0



CopyStmt: [Varl <-- Var0]
18* null { constant data }
AddrStmt: [Var22 <-- Var3|
132 1 { constant data }
AddrStmt: [Varl8 <-- Var3|
132 10 { constant data }
AddrStmt: [Varl5 <-- Var3]
132 0 { constant data }
AddrStmt: [Vard <-- Var5]

Function: main _{
AddrStmt: [Var8 <-- Var9]
Function: rand

i

FunEntryICFGNodel {fun: main} lnt p = ra nd ( ) ;

int rand();

int main()

ence Graph

l for (int i = 0

’ CallICFGNode2 {fun: main} {

l

RetICFGNode3 {fun: main}

;oi++)

rand() ;

A
IntralCFGNode4 {fun: main}
BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode5
br label %for.cond

¥

Intral CFGNodeS {fun: main} 1

PhiStmt: [Var12 <-- ([Var7, ICFGNode4),[Var13, ICFGNode21),)]
Gop.0 = phi i32 [ %call, %entry ], [ %calll, %for.inc |

i

IntralCFGNode6 {fun: main} case
PhiStmt: [Varl4 <— ([Varl$, ICFGNode4] [Var16, ICFGNode21].)]
%i.0 = phi i32 [ 0, %entry ], [ %inc, %for.inc |

l case

Intral CFGNode7 {fun: main} case
CmpStmt: [Varl7 <-- (Varl4 predicate40 Varl8)]
Geemp = icmp slt 32 %i1.0, 10

case

y
Intral CFGNode8 {fun: main} case
BranchStmt: [Condition Varl7]
Successor 0 ICFGNode9 Successor 1 ICFGNodell
bril S%cmp, label %for.body, label %for.end case

\ case

CallICFGNode9 {fun: main} ‘

Intral CFGNode11 {fun: main}
BinaryOPStmt: [Var24 <-- (Varl2 opcode 13 Var22)|
%add = add nsw i32 %p.0, 1 case
IntralCFGNode13 {fun: main}

x/// case
BranchStmt: [Condition Var24|

essor 2 ICFGNodel7 Successor 3 ICFGNodel8 Successor 4 ICFGNodel9 Successor 5 ICFGNode19 Successor 6 ICFGNode19 Successor 7 ICFGNode19 Successor 8 ICFGNode19 Successor 9 ICFGNode19 Successor 10 ICFGNodefl9 case
switch 132 %add, label %sw.default [

132 1, label %sw.bb

132 2, label %sw.bb2

132 3, label %sw.bb3

132 4, label %sw.bbd

132 5, label %sw.bbd

132 6, label %sw.bbd

1327, label %sw.bbd
i32 8, label %sw.bb4 P

1329, label %sw.bbd

132 10, label %sw.bb4
|
Intral CFGNode15 {fun: main}
BranchStmt: [ Unconditional branch] BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode22 Successor 0 ICFGNode14
br label %sw.epilog br label %for.inc

RetICFGNodel0 {fun: main}

default:

Intral CFGNode12 {fun: main}

‘ CallICFGNode19 {fun: main}

Y

Intral CFGNode16 {fun: main} Intral CFGNode 17 {fun: main}

BranchStmt: [ Unconditional branch)
Successor 0 ICFGNode22
br label %sw.epilog

BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode22
br label %sw.epilog

‘ RetICFGNode20 {fun: main}

Intral CFGNode18 {fun: main}

Successor 0 ICFGNode22
br label %sw.epilog

BranchStmt: [ Unconditional branch]

Intral CFGNode24 {fun: main}
BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode22

br label %sw.epilog

CallICFGNode22 {fun: main}

4
RetICFGNode23 {fun: main}

l

Intral CFGNode25 {fun: main}

Gotobool = icmp ne 132 %call6, 0

CmpStmt: [Var34 <-- (Var33 predicate33 Varl5)]

4

Intral CFGNode 14 {fun: main}
BinaryOPStmt: [Varl6 <-- (Varl4 opcodel3 Var22)|
Geinc = add nsw 132 %i1.0, 1

AN

Intral CFGNode21 {fun: main}
BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode5
br label %for.cond, !llvm.loop !6

NodelD: 13

i32 1, label %sw.bb
i32 2, label %sw.bb2
132 3, label %sw.bb3
132 4, label %sw.bb4
i32 5, label %sw.bb4
132 6, label %sw.bb4

IntraBlockNode ID: 13 switch 132 %add, label %sw.default [

NodelD: 26

IntraBlockNode ID: 26 br i1 %tobool, label %if.then, label %if.end {fun: main}

lntral(_'l:'(jl\'od?% (lf‘un: n’min) 132 7, label %sw.bb4 1
Successor g ::n:(t:sb(t:ge?l_%(:\‘x‘ilclggs)o\ralﬂl.(i_ll'(_vNodelB i32 8’ label %osw.bb4
br il %tobool, label %if then, label %if.end 132 9, label %sw.bb4
/ 132 10, label %sw.bb4
] {fun: main}
Intral CFGNode27 {fun: main}
BranchStmt: [ Unconditional branch] -1 | 1 | 2 | 3 -1 -1
Successor 0 ICFGNode28
br label %if.end
\\ >
Intral CFGNode28 {fun: main} NodelD: 15 NodelD: 16 NodelD: 17 NodelD: 18 NodelD: 19 NodelD: 24 NodelD: 27

PhiStmt: [Var38 <-- ([Varl8, ICFGNode27] [ Var33, ICFGNode26],)]
Gep.1 = phi 132 [ 10, %if then |, [ %call6, %sw.epilog |

IntraBlockNode ID: 15 br label %sw.epilog {fun: main}

IntraBlockNode ID: 16 br label %sw.epilog {fun: main}

IntraBlockNode ID: 17 br label %sw.epilog {fun: main}

IntraBlockNode ID: 18 br label %sw.epilog {fun: main}

CallICFGNode19 {fun: main}

IntraBlockNode ID: 24 br label %sw.epilog {fun: main}

IntraBlockNode ID: 27 br label %if.end {fun: main}

y
Intral CFGNode29 {fun: main}
reti32 0

l

FunExitICFGNode30 {fun: main}

PhiStmt: [Var6 <-- ([Varl5, ICFGNode29],)]

reti32 0

ICFG




8. Program Dependence Graph

« REFRHIE = BURMKEFE + S=HEF
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SDG, System Dependence Graph
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e ActualParam -> FormalParam




program Main procedure Afx, y) procedure Add(a, b) procedure increment (z)

sum = 0; call Add (x, y); a:=a+b call Add (z, 1)
i=1; call Increment (y) return return
' while i < 11 do return
call A (sum, i)
u od
end(swn, )

« FEFIKHIE = SURMKIN B + =R+ &

s Edge Key
loop-independent flow
loop-carried flow

o VFG : ZUBKEIE

call .
arimeter-in,
arameter-out

« CDG : Z£HKHIE
o ZAMKHIE (SDG, System Dependence Graph)
TR EEURIRNTE + SRR T ICED

o« FBRREEHEIHIE (SVFG)

ActualParam -> FormalParam

ActuallN -> FormallN

FormalOut -> ActualOUT

FormalRet -> ActualRet

- — — -
——— - -
I - - —
-— - - -

- - - - -~
- |- e e ——-
- - -

ettt R R e L e e

-
-~
-‘

- - - - - U

-
-
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-

« B TRES|IA—"TEntryNode, 121l = BI R EUN = =B L HIKFRY T = =

o H M CallNodeiRH| A ST = (ActualParam, ActuallN), IR[EME T = (FormalParam, FormalRet)

Fig. 4. Example system and corresponding program and procedure dependence graphs
connected with parameter-in, parameter-out, and call edges. Edges representing control
dependences are shown (unlabeled) in boldface; edges representing intraprocedural flow
dependences are shown using arcs; parameter-in edges, parameter-out edges, and call
edges are shown using dashed lines.

PLDI’1988 Interprocedural Slicing Using Dependence Graphs



9. SVFHF A&

 PLDI'2007 Practical Memory Leak Detection Using Guarded Value-Flow Analysis

01 = 1 D1 = 1

if (C) { if () {
B, = 2

} }

s = phi(ps, p2) s = ¥(C, P, p1)

e FastCheckHJRelated Work

 PLDI'1995 Efticient building and placing of gating functions
« FSE’2003 Tracking pointers with path and context sensitivity for bug detection in C programs

« TOSEM'2006 Efficient path conditions in dependence graphs for software satety analysis

The CQual system [8] is a system that infers type qualifiers in
C programs using a set-constraint formulation. The system can be
used to perform tainting analysis, i.e., to determine that a value
from a tainted source (such as reading data from the network)
never flows into a sink that must not be tainted (such as a critical
kernel structure). Livshits and Lam [13] propose a similar tainting
analysis, but using an augmented SSA form called IPSSA. Both
analyses are context-sensitive; in addition, the latter analysis uses
a guarded SSA form [19] that annotates value-flow edges at -
nodes with branch conditions. The tainting analysis problem is a
source-not-sink problem, aiming at checking that source values
never flow into a sink. This is a fundamentally different than the
source-sink problem discussed in this paper, and none of the above
approaches can be used for the memory leak problem. This is
because their value-flow representation is not powerful enough to
determine that a source value flows into the sink on all paths.
Although in the system of Livshits and Lam, value-flow edges of ¢-
nodes are tagged with branch conditions, the flows via assignments
are not, therefore their analysis cannot solve source-sink problems.
For instance, the examples from Section 3 do not contain ¢-nodes
from the source allocations to sink frees, hence none of these value-
flows would be guarded.

Snelting et al. [17] present a tainting analysis based on value-
flows using a program dependence graph (PDG) structure. They
also annotate value flows in the dependence graph using path con-
ditions. However, they use path conditions to improve the precision
for a source-no-sink problem. In contrast, we use path conditions
to solve source-sink problems such as memory leak detection.

8. Conclusions

We have presented a new analysis for detecting memory leaks. The
analysis uses a sparse representation of the program in the form of
a value-flow graph. The analysis reasons about program behavior
on all paths by computing guards for the relevant value-flow edges.
The approach makes the analysis efficient, and allows it to generate
concise, easy-to-understand error messages.
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